Nginx BJHAth HTTP R

AES A HTTP BRSSP Neinx B 53048k, BRIEEM “/configure --with-#
BAZ” AR ERIFXEEIE Nginx F.

EAFEREANMAT, 18450 “FRHHE” BIEZIES T UL Ngink REXHFERKALE,
B FHEREA “hup, server, location” , WFRNZIESTUEUTAEMFA:

14.1 HTTP Addition &k

A HEER AT DAZE 25 AU M9 location R 2 BT ELZ S5 AR N E A location P Z¥.

AR — AT BT, R A FIBIHAL location IR AF LWL E, #
TILARALE BT N RKIE B R P im. B4 2 K1% HTTP Header k{5 BB, B& MM Body F KK
BERRHK, FrLlXE Nginx A4S 7 Header k324t Content-Length k158, TIRHLFXH
HTTP Chunked ZRi&3)7&S R4 body WARKE . #1T Chunked FESIEHIT) HTTP MNASTE
Header 3k#i% & : Transfer-Encoding: chunked, 7R Body {44 A Chunked RIS EHNE .-

BRI T Nginx K, RREER MR, NEAERFE R Nginx B 185E:

-dconfigure ~-withshttp addition

www.TopSageLaMyinx: KA Apache 89514 Web 55§
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AP RS M ER BT

location / {

add_before_body /before_action;
_ acha.‘Etar_body /after_action;
}

PR BT840 -

#E Nginx 0.8.17 ¥, R XHFTHY location A'E H & B FiF KBRS, ZFilikABEAR
SIS, Bl 14-1 =41

8 14-1

location /foo {
add_before_body /bar;
}

location /bar {
add_before_body /baz;
t !

i al ffoo AN&:A# i /baz {08 T i K/bar Z RN 2. H4b, 7E before/after body localtion #,
REp S/ E, MARMEHRAETRE. UUTFRERAR 0 UZE nginx.conf Bt & CHRNKHEDS, HE
REEER TE.

location / {
‘set $befo\re._actlon .f’before action; -
a.dd,_before_body $before act:.on,

}

14.1.1 add_before_body 5%
¥ add_before_body uri
EAE: no
& IR 85: http, server, location
ZIES H TENE XA Z RN URL FERPAESER.

14.1.2 add_after_body &%
i&¥%: add_after_body uri
BRINE: no
{EFIZF:  htp, server, location

St Nainx: JRFE Apache 897551 4E WelpiiiE T opSage.com
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GRS THENE A LZERN URL FERBARTER.

14.1.3 addition_types 1£%

T&¥%: addition_types mime-type [mime-type ...]

EXIAE: text/htm]

{f FI¥F 35 http, server, location

%¥84 (A Nginx 0.7.9 JRASFF 4R A1 location A3 B & X ) MIME 288 (BRIA A text/html ™).

7E Nginx 0.8.17 Z BIHIMRA, %3R4 EHRMAB P HEE R MBI E N “addtion_types” , iX4 Bug
7 0.8.17 lRAFHEIE.

14.2 Embedded Perl #&k

AR RUFTE Nginx F HEAT Perl, B E# T SSI EH Perl.
ARHRERIARARSHREH Nginx (9, WRREMHZESR, NEEHFLZE Nginx BHEE:

./configure --with-http_perl_module
Ao, BRIBRERSG R YN EE Perl 5.6.1 LA LRRA .,
EL %0 ] L -

(1) IR Perl HHBAT K RHEFIERME, Bl DNS i), HOEER ML, 54T Perl WA T
e —EA TRERSE, EHit, NWER Perl AN ZIEFR A, HITREATHE

(2) Nginx ZEIT “kill -HUP <pid>” #r4 EFHMBEE XK, TRESSBAEME.
ARBIIARD 14-2 Fros:
KB 14-2

http {
perl_modules perl/lib;
perl_require hello.pm;

perl_set Smsie6
sub {
my Sr = shift;
my $ua = Sr->header_in{"User-Agent");

return " if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9] \.\d+/;
return "";
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}
server {
location / {
perl hello::handler;
}
}

perl/lib/hello.pm 7<% QfXAd 14-3 F7R:

8 14-3

package hello;
use nginx;

sub handler {
my $r = shift;
Sr->send_http_header ("text/html");
return OK if $r->header_only;

Sr->print {("hello!\n<br/>");

Sr->rflush;
if (-f $r->filename or -4 _) {
$r->print (Sr->uri, " exists!\n");

}

return OK;

END

14.21 perl #£%

#BV: perl module::function | 'sub {...}'

ERIME: no

f# I3 3E: location ’

ZA54 FkHE 2 238 location HZNE B Perl B4,

14.2.2 perl_modules #§%

& perl_modules path

sEdt Noinx: R Apache #9518 WebsRRSRET opSage.com
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ERINE: no
f# B http

Z3684 T 4 Perl IR EHIMNY . M Nginx 0.6.7 lRATF4R, %8125 nginx.conf Bl &
SAFFTE BRA K, MA R Nginx ) prefix %% H %,

14.2.3 perl_require €%
iE#: perl_require module
BRIAE: no
fERFREE: hup
X, YRATLMERI S/ perl_require 154>

14.2.4 perl_set 5%

#&¥%: perl_set module::function | 'sub {...}'

ERIME: no

S hup

ZIRSHTRE—NEHRAZRLMERTE. ROMARTE 14-4:
K18 14-4

http {
perl_set S$path_md5 '

use Digest::MD5 qw(md5_hex);
use File::stat;

sub (
my $r = shift;
my $s = md5_hex($r->uri);

my S$path_md5 = join "", join("/", substr($s, 0, 1), substr(s$s, 1, 1),
substr($s, 2)), ".html";

my S$filepath = "/data/www/".S$path_md5;
if(-f $filepath) {

my Smtime = stat($filepath)->mtime;

if(time() - Smtime > 1800) {

return $path _md5.".new";

}
}
return $path_md5;
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y

server {
listen 80;
server_name 127.0.0.1;
index index.html;
root /data/www;
location /images/ {
try_files /$Spath_md5 @fastcgi;

14.2.5 M SSI A Perl BiA
AT

<!- # perl sub:"module::function",arg=*parameterl“ arg="parameter2"... >
RIS B H TT IS
$r->args—— & [FF K S EM Hi%.
$r->discard_request_body——%1f Nginx EF &K EEKI H .
$r->filename——IR [A] 5 URLEFRBAHFEHIXHZ .

$r->has_request_body (function) —— 1R HFKK E4, WIR[E] 0. R EKH FHFE,
WSS RBIEIRE 1. EEHLENER, Nginx KARCLEINAER. RiEkrEiwm
ﬁﬁ—% 14-5: ‘

18 14-5

package hello;
use nginx;

sub handler {
my S$r = shift;

if ($r->request_method ne "POST") {
return DECLINED;

}

if ($r->has_request_body {(\&post)) {
return OK;

}

return 400;

Stdt Nainx: IR Apache #9551 6 WelRRFRFST opSage.com
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}

sub post {
my $r = shift;
Sr->send_http_header;
Sr->print {"request_body: \"", $r->request_body, "\"<br/>");
$r->print {"request_body_file: \"*, $r->request_body_file, "\*"<br/>\n");
return OK;

}
1;

__END__

& —A HTTP &k k.
R RMBEIRE—/MNEL, WAHE.
BE-INEL,

$r->internal_redirect (uri) ——fFFH A EZRFFEEMN URIL, F TR REELE Perl HIARAT
ZEWRERE.

$r->print (args, ...) ——RIEHIEH & ¥.

L EFRAICFEENRN SR, REIE P imiEk F4a. B, A7 RIE
BERERERGEBEENET, FEMA client_max_body_size 354 BEIH A/, HBFEH
client_body_buffer_size {5415 LB RHWENKX .

$r->request_body_file——iR [BIFFAE & /7 i 7 oK E PRI U 42 o TR 3048 78 40 B8 58 JUE A 20U
B MEFEWRFHREBAZM, RAUERE client_body_in_file_only 544 on.

IR [E] HTTP %3k J7i%.
$r->remote_addr——iR [F] 2 7 3 IP Hbhk.
O FRIXFIREDE .

$r->sendfile (file [, displacement [, length |) —— I LH RN BEE FIHER. TENSH
AR EVIEME S RAFERERKE. ™Rk, BEEmReERELE Perl_ﬂfﬂik?ihﬁ%-br‘éiﬁe

#3710 Header BN &, SHIEIN “type” FIKIKS Header

$r->header_in (header)

$r->header_only

$r->header_out C(header, value)

$r->request_body

$r->request_method

$r->rflush

$r->send_http_header (type)
4T “Content-Type” HI{H.

$r->sleep (milliseconds, handler) WEELEE RN BIANTE e AERF, HFE L
B, EXBRAEA, Nginx $EeE4BEEMIERK. R MERNNRAWE, Nginx #HiE1TRE

REFRRFF. EER, RAEER MRS RO EEF . ELERZ WEREE, RNZE
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Fl$r->variable(). FiZnREln{ig 14-6:
R 14-6

package hello;
use nginx;

sub handler {
my Sr = shift;

$r->discard_request_body;
$r->variable("var", "OK");
Sr->sleep (1000, \&next});

return OK;
}

sub next {
my $r = shift;

$r->send_http_header;
$r->print ($r->variable("var")};

return OK;

}

1;
END

$r->status (code) — W E HTTP W& k.

$r->unescape (text) —ﬁﬁﬁ unescape J7iEXT LLXX 758k il FE 2 40 79 B SC A R AR R .

$r->uri—iR [BliF K ] URI.

$r->variable (namel, value]) —REISKR B EXRME. ENEHKRE, ZENEHER,

14.3 Flv Stream &

ZHERA T FLash #7548 LA HTTP F#J5 sUEBURTE Web 55748 L9 FLV MR, STHFE
BUEBESHESD, BISTHFLL test.flvIstart=12345 @77 MIEREFHALE THICH. EHHNFLRWUM

AEMHAERN . LS. FiREES, WCRXFHES) T

FRHENRA =G iFLE Nginx 1, WURIRBEERZBR, WELEHF LI Nginx W16E:

./configure --with-http_flv_module

SLdt Nginx: JRA Apache 892 14 §E W QW TopSage.com
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KRB E R T
location ~ \.flv$ {
flv;

}

RS 11| 1121 59, CHEMANBT “FA Ngiox ] Flv Stream B HTTP T
F7 AW FLV MLBURS 8 , XEAHEER.

1431 flv %
BEE: flv
ERIAMH: None
{EFAME: location
4 HHTH) location FF /8 $%F FLV $135Ha 50 38 45 Bk SCAF AR 3

14.4 HTTP Gzip Static &k

FE— D IUER AR IR Gzip EANE M WHRBF A, ABERARKNERS location
TREFEL “gz” GRIM. SHUNEERERAER KR M.

AHER M Nginx 0.6.24 FATFIGHGIA, BRARASHIFLE Nginx 89, WRIREER ZBIR,
T EAE % % Nginx B8 E

./configure --with-http.gzip_static_module

AT

gzip_static on;

gzip_http_version 1.1;

gzip_proxied expired no-cache no-store prlvate auth;
gzip. disable - COMSIE  [1-61\.";
gzip_vary on;

14.4.1 gzip_static ¥§%
1Bk gzip_static onloff
ERAME: gzip_static off

{EA# ¥ http, server, location
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FF 5 HTTP Gzip Static #3R. 4R 2RI 4 SCPE AR B4 30 1 0 R IV BR— .

14.4.2 gzip_http_version $§%

SN 13 B3 13.11.5 771 gzip_http_version 54 .

14.4.3 gzip_proxied 8%

SR 13 FH 13.11.6 Y gzip_proxied 14 .

14.5 HTTP Random Index &k

FERAT M EHFFEHE— YL ERRS].
FHRREARA SR IFE Nginx 89, WRREMA RS, WEAERFRE Nginx W 62E:

./configure --with-http_random_index_module

B BB T

location™ /34
random_index: on; .

}

14.5.1 random_index 3£%

#&¥%: random_index [onloff]
%’Q%{E off
{# 3R HE: location

WERAE—ANEER location FFFRAIES, R NERY HEHEE BRAIH, FHEZ
—AEEVLIEE RIS B B index.html. BL “.” FERMISCHASBHER.

14.6 HTTP Geo IP #&k

FAEHRET & P 5% IP #i3k 5 MaxMind(3R L) GeolP HusibFEHEATELRT, BlEE— &% 8, H
e SEIRA X MBI . AABER T Nginx 0.7.63 1 0.8.6 2 J5 RIRRA.
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AHERTEE Geo IP H3E FE B HUZ AR K libgeoip K, WfE 14-7 PR,
8 14-7

#THR T geo T TP HdEE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCity.dat.gz
#FHRE K geo BIK IP HABE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCountry/
GeoIP.dat.gz

#T# libgeoip, 4 Debian Linux#4EZ%, RTRMER AT HAEHR:

sudo apt-get install libgeoip-dev

$ESME Linux BAE RS, RTLTHRBAD A ThiF R

wget http://geclite.maxmind.com/download/geoip/api/c/GeoIP.tar.gz

#f CentOS Linux #{ERZE, RAT U.{fﬁﬂ Yum mA R 11bge01p
yum install geoip-devel .

BAERERIN R A SGRIFSE Nginx (), WRMREFRZEER, WEERFERE Ngmx B'H’“%

./configure --with-http_geoip_module

R BRI T

http {
geoip_country GeoIP.dat; :
geoip_city GeoLiteCity.dat;"

14.6.1 geoip_country §%

#B¥%: geoip_country path/to/db.dat;
EKIA{H: none
fEREE: hup

HIE S M THRE AW E 1P HbkpT R E KK dat BHREXHRE. BdiZESNERE,
GeolP R &A1 LI T AT FHAAL & -

$geoip_country_code;—— /N FREFIE RS, Flim “RU”, “US”
$geoip_country_code3;,—=/~FRHIE KA, Hlan “RUS”, “USA” .
$geoip_country_name;——E K LR, HliN: “Russian Federation” , “United States” .

MPERAFTEERLHR, WAEE geoip_country ¥#EFE (1.1MB) BIF], FEK geoip_city %
| (43MB) BEKXKEZ, FHEMERNEEEBESEFEANTT.

www. TopSag e-%ﬁphx: R Apache 895 M6E Web FE% 5%
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14.6.2 geoip_city #£%

TE¥%: geoip_city path/to/db.dat;
ERA{E: none
FHFE: hup

ZIE M TIRELAM U a3 1P bt B E K. HX | T dat BB E B2 Bt Zds
PHIRE, GeolP BIRSBIELITAIHMZE: ‘

A FEHEZRMRE, #lm “RU” , “US” .
EAFRHERMRE, Fwm “RUS” , “USA” .

$geoip_city_country_code

$geoip_city_country_code3

$geoip_city_country_name——E ZK L& K, #/0: “Russian Federation” , “United States” (if

available) .

$geoip_region——HX ZFx (&, HIX, M, KITBX, BRHEBOFE %) #Hlim: “Moscow
City” , “DC” (WERFHE) .

BT 2H#R, BFla: “Moscow” , “Washington” (HIREHE) .
HRELRAS (InREE) .
M OGGRER. . dE. FEALE. W, BERMZ ) KB (WR

$geoip_city

$geoip_postal_code

$geoip_city_continent_code

FE) .

SR (WMRFE) .
2B (MREE .

$geoip_latitude

$geoip_longitude

14.7 HTTP Reallp 1&2

ARRAT LSS E P IE R KR & - 0% IP #bht, #1130 X-Real-IP 1 X-Forwarded-For. I
3£ Nginx A7 F Squid FRERE M2 5, BEALTF F5 Big-IP. NetScaler Z-LE RSB
B, FESEIEERH.

KRR SHR T Nginx (1), WRRBEMHZER, WEAHRIZFZE Nginx B 5E:
.Jcontigire “with-http realip_module . . Y

fRi&—%& Nginx f7F Squid /544, Squid % E T X-Forwarded-For k58, iRk THFHE
X IP, B, MRELEZHZREMBM, X-Forwarded-For k15 8 H A AE KRR LUE S 43 BR Y
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LA 1P #udit.
X-Forwarded-For: 202.108,1.1,.192:168.1.5, :192.168.1.6, 192.168.2.1

Bt A, RATLLEE A HRERE S IP 51E, Header kR HE—AMRZEEH IP
KAE R i IP. BInLL_E /) X-Forwarded-For 15 B F, fRi% 202.108.1.1 4% /i 1P, HAhA
RERSE P, RATLMERAUTEE:

set_real_ ip from 192.168.1.0/24;
set_real_ip from 192.168.2.1;
real ip header X-Forwarded-For;

X#¥, X-Forwarded-For /1 IP {5 B8t R F T & P umhy 1P #hik 202.108.1.1 T,

14.7.1 set_real_ip_from 5%

B set_real_ip_from [the addressICIDR]
ERIAME: none
{HF*55: http, server, location

ZIRAHTRENERARERS S IP #ilt, X2 1P MK 775 K R Header k{5 R
FEH,

14.7.2 real_ip_header 1§%<
7&¥k: real_ip_header [X-Real-IPIX-Forwarded-For]
ERIAMH: real_ip_header X-Real-IP
{#FH*55. http, server, location

HIESHTREBEH RE " i 1P kK Header Sk 475

14.8 HTTP SSL #&k

FHEHA T HTTPS X #F.

BT U TR RAR AR P B

(D) RavrfReEd HERMFIR.

(2) IRFE —MEBFE, WRIEME Apache IR B/ MEB M. Hlans LiEERN
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FA P Ao B R E B B R0 (CNNIC) SSLAEHS, TSR i = AF4E o144 plft o HRE
H [ Entrust.net MR %4 B2, FEIRIUEF H Entrust.net &4 CNNIC, 1544 my.xoyo.com ] CRT
UEF3CHF B CNNIC fitk, i 14-1 Fios.

- ERRRE @
E Entrust, net Secure Server Certification Authority
CHNIC SSL
RE2lr o conl)
[
FEEER W
EHRE )

B 14-1 Windows EBEBIFPEENHE

BEMEB XA AR CLARK D LRIREAE-BER A7, # N B —/MEBFE M (3
A o, BRI AGIE-FEESCHF, Nginx FoE S0 RS X ME-BEESCHFETAT . EB5
A AR 14-8 Fis:

1S 14-8

FERBCA RS =40 iF 8 Nginx 9, WERIREMEA SR, NWEAEYF 2% Nginx FHEE:

./configure --with-http_ssl_module

o B R BlinE5 14-9:

bt Ninx: Rt Apache 955144 We fRRSHT opSage.com
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B 14-9

http {
server {
listen 443;
ssl on;
ssl_certificate /usr/local/nginx/conf/cert.pem;
ssl_certificate_key /usr/local/nginx/conf/cert.key;
keepalive_timeout 70;

M Nginx 0.7.14 JRAFF 48, BH IR listen T2 FHEH “ssl” S

server {
listen 443 ssl; :
ssl_certificate /usr/local/nginx/conf/cert ,pem;
sslicertificate_key /usr/local/nginx/conficert.key;

}

AR

BEEBERT, RTURBUTSRER—NETHRED, WA 14-10 Fiks:
18 14-10

cd /usr/local/nginx/conf

openssl genrsa -des3 -out server.key 1024

openssl req -new -key server.key -out server.csr

cp server.key server.key.org

openssl rsa -in server.key.org -out server.key

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

£ Nginx BCE 4P EEHIES, WARH 14-11:
8 14-11

server {
server_name YOUR_DOMAINNAME_ HERE;
listen 443;
ssl on;
ssl_certificate /usr/local/nginx/conf/server.crt;
ssl_certificate_key /usr/local/nginx/conf/server.key;

& /5 Nginx, KRGV
https:7//YOUR_DOMAINNAME HERE

EFE11E, CHETIEHHTTPS (SSL) HB— L2 K Nginx Web RE 2345,
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14.8.1 #EZ A server{....} Bl EH R {EABEEFF SSLIEH

WRRE — AN BB SSLAEH, Bl a0 # & 45 * .nginx.org 344 i SSLAE 45, 4R AT LAZE http{......}
HIg R IE BICHE A, BAEREUEN T LS AMRIRIES . BE R R
14-12:

KB 1412

ssl _certificate common.crt;
ssl_certificate_key common.key;

server {
listen 80;
server_name WWW.Nginx.org;
}
server ({ !
listen 443 ssl;
server_name secure.nginx.org;
}
server |
listen 80;
listen 443;
server_name images.nginx.org;

14.8.2 ssl %

WBYE: ssl [onloff]

BRIME: ssloff

PR main, server

A—A server{...... B EHLIF /A HTTPS (SSL) 3ZFf.

14.8.3 ssl_certificate £

W\ ssl_certificate file

ERiA{H: ssl_certificate cert.pem
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{# FHEA5E: main, server
9 4 BT A L EHLIE E PEM #& 2 A9IE P 3 . — 4N 304 AT AR £ AMIE P 30 GIE 488D

FIHE, FHMLHH PEM %K. M Nginx 0.6.7 BRZAFFE, iEFH XX EEZA nginx.conf AT
BHBER B3, MARZ Nginx %3 H%.

14.8.4 ssl_certificate_key 5%

&% ssl_certificate_key file

BRINH: ssl_certificate_key cert.pem

{#FHFRB%: main, server

2 4ETR BRI E PEM R A . M Nginx 0.6.7 lRATFFHH, EFHTHHARN B

4 nginx.conf At & CHFFTEER H%, MAR Nginx %3 HX%.

14.8.5 ssl_client_certificate 4

Bk ssl_client_certificate file

ERINE: none

fEFER5E: main, server

&€ PEM # X 9 CA LS, ATREZEFRIES.

14.8.6 ssl_dhparam #£%

B¥%: ssl_dhparam file

SRIME: none

fEFERSE: main, server

&5 PEM #3if) & F Diffie-Hellman Z¥(H)3C#F, HT TLS &iEH.

14.8.7 ssl_ciphers &%

ik ssl_ciphers file

ERINME: ssl_ciphers ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP
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{# I 3E: main, server
IR VBB MR . FBLL OpenSSL XM AIEE, Fiw:

ssl:ciphers :ALL:ADH: | EXPORTS6 : RC4-+RSA:+HIGH: +MEDIUM: +LOW: +SSLv2 t4+ EXP;

FHLL T4 LI EH OpenSSL T He i R 7%

openssl ciphers

14.8.8 ssl_crl 5%

B sslerl file

BRIME: none

{FFI4E: http, server

%364 (Nginx 0.8.7 LA ERA T FE) AT E— PEM R MIEP R, HTR

BE A RES.
14.8.9 ssl_prefer_server_ciphers 5%

#E#k: ssl_prefer_server_ciphers [onloff]

BRIAME: ssl_prefer_server_ciphers off

fE % : main, server

%t SSLv3 Ml TLSv1 HhiX KIS #in B EHF RN ERS TR HEH.

14.8.10 ssl_protocols %

1875 ssl_protocols [SSLv2] [SSLv3] [TLSv1]
BRIAME: ssl_protocols SSLv2 SSLv3 TLSv1
f#F33E: main, server

%4 A T A8 SSL .

14.8.11 ssl_verify_client 5%

$E¥E: ssl_verify_client onlofflask
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ERIAMH: ssl_verify_client off

{# FHF % : main, server
ZIRAHTHEZEFPIHIERRIE. 33 “ask” £F P im R IEBREIEER, &Ik
PBHATRE.

14.8.12 ssl_verify_depth %

T&V%: ssl_verify_depth number
ERINMH: ssl_verify_depth 1

f# ¥ : main, server
REZ P RIEBEMERE.

14.8.13 ssl_session_cache 5%
&V ssl_session_cache offlnonelbuiltin:size and/or shared:name:size
BRIAH: ssl_session_cache off
EFIFRAE: main, server
B4 RE R SSL S ENSIERMAK A, BHEEH %,
off—BEKH: Nginx BB & VFE /WAL ER A .

none——#%H: Nginx HIFEFHMSIERBHEN, EE Nginx L EASEREAN]. X
R F L lp R F P AR A B — P AR v, T LB T A REEAN HTTP RS54+

builtin——OpenSSL W E &, NATHTF—ATIE#E. EFXDHESEECkEE. B :
FRZIRS S FBAFR T, SEHIIRNEEE.

shared——R FHTH TAEARK TR ZENXPHFTHEIRE, IMB ZFREERFHK
214000 2. BMEEEFLIME BCHER. AEZREFTURTS M EUEH.

Y7t B LLF] B A builtin 1 shared, 70 F:

ss1_session cache builtin:1000 shared:SSL:i0m;

A, RERAXZENERMAEA builtin 27, BEFH.

www.TopSagestamoiny: & Apache #9514E Web fRE
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14.8.14 ssl|_session_timeout 5%

WB¥E: ssl_session_timeout time

BRIAME: ssl_session_timeout Sm

f#FR3%: main, server

REFM IS EREAFREEFTHSIES TN,

MRS R — AR RO RRACD, 7T LU BY error_page 14 3Kl debug iR
495— R EE P IIE I R AR

496—— % P U AN SRV S RE S o

497—IEH HIIE R ZIXE| HTTPS.

ERRSERUE, LA/ —245 R/, Bl $Srequest_uri. $uri. $arg . Nginx 9 Http SSL 4
Bz Frix e ) B AL :

$ssl_cipher: &[EIBEE SSL %8 FH K RSAT .

$ssl_client_serial: iR[EBEE SSL EREMNE F IRIE-BHFS .
$ssl_client_s_dn: JR[EIBEE SSL &K UIEF K DN E/M1T.
$ssl_client_i_dn: IR[EBEE SSL M F iE 5 #9 DN RATHAT.
$ssl_protocol: IR[EIBEE SSL #EH M.

$ssl_session_id: 7E Nginx 0.8.20 PA_ERRAF %A & .
$ssl_client_cert

$ssl_client_raw_cert

$ssl_verify "SUCCESS": IR % P it HIIE#E, ZEEMEN “SUCCESS” .

14.8.15 ssl_engine #£%

WB¥%: ssl_engine

Z%IR4 18 E S A AU OpenSSL 5%, il Padlock. ZE %3 —/NME MR A OpenSSL
FRAS o

Std% Nginx: IR Apache 8914 4¢ WWeMNINNST OpSage.com
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14.9 HTTP Stub Status R

AR FEHTEE Nginx H—LEREFR.
AAERENRF L4 FHE Nginx 1, INRRBEAE A B, NEAES T LR Neinx F 8-

./configure --with-http stub status.module
BLE 7R B ARG 14-13:
H1iB 14-13

server

{

listen 80;
server_name status.yourdomain.com;

location / {
stub_status on;
access_log off;
allow 192.168.1.2;
deny all;

14.9.1 stub_status %

P&¥%: stub_status on

FRIAME: None

fEFFFEE: location

ZFe4 H TR Nginx REB R

Server accepts handled requests—Nginx & XA T 43 629 083 NMEH, B IhAIE 43 629 083
WEF GEHSERAERBE) , BILLET 259 552 136 MMEK.

WWW-Topsagemg/hx; B Apache 895 M58 Web fRE#E
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Nginx BEH 2% P 35 ) Header 15 R4,

Nginx & [Bl45 % F i ff) Header 15 S 4.

FFIE keep-alive HIFI T, X/MEFT active - (reading + writing) , FE#HE
Nginx DR, [EEFME T —KiEkE4 NI HERE.

Bt L, ARV I ROR T, iR RARRPAL IR L BRI UL, Waiting SR E 2 IEH K. 20 R reading
+writing $08%, MR HEER K, EELELRES.

Reading

Writing

Waiting

14.10 HTTP Sub A&k

FHERTEERIRER I Nginx MEH A FHICA.
BRI B A S GmiEE Neinx ), MRBIREMEA AR, NWEERIF L Nginx F355E:

.7configure --with-http_sub_module

IR

location / {

sub_filter </head> : e
“orefheads<script language—"javascrlpt" src—"sscrlpt“></scr1pt>'-‘ .
“‘sub_filter once onj '
}

14.10.1 sub_filter 3§%

JE¥E: sub_filter text substitution
EXA{E: none
{§FI3F3%: http, server, location

ZE S A VFE R — L AR 0 U B Nginx NEAF PR — &K, REARS KNG, B
B XAT R ERE. A location R fEfeE — MEHMN.

14.10.2 sub_filter_once 5%

Ey¥E: sub_filter_once onloff
ERIN{E: sub_filter_once on

{EFA3R3E. http, server, location

STk Nginx: JR#¢ Apache 89755144 WelNaRaNET OpSage.com
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ZIRSMMERE RN off i, AWBRIBHRAEILAT. ZIELHIBINER on, REHE -
ANTACIH

14.10.3 sub_filter_types #5%

B%: sub_filter_types mime-type [mime-type ...]

BRINME: sub_filter_types text/html

{FFFF5E: http, server, location

%44 F FHE5E sub_filter TE B REM—HARE, BIAMERN text/html,

14.11 HTTP Dav &tk

K k% B /o5 HTTP 1 WebDAV J#i%: PUT. DELETE. MKCOL. COPY\ MOVE.
AHRBRIA R A S G iEE Nginx 1, WRVRE S ZE LR, F!UEEE%‘»%‘E% Ngmx B ¥ 5E -

./configure --with-http_dav_module
APIINAHES 14-14:
8 14-14

location / {
root /data/www;
client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path on;
dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

}

14.11.1 dav_access 5%

1&¥%: dav_access user:permissions [users:permissions] ...

BRiAMH: dav_access user:rw

www.T GpS@ g%ﬁfmx: B Apache 895 MEE Web AR5
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{FF3R3%: http, server, location
%IE4 AT X B RV AR, REIIT

dav.access user:rw group:rw all:r;

AR R E AR SLVFRY groups BX all, WFEZA user 15 EALIR:

dav_access group:rw all:r;

14.11.2 dav_methods %

E¥%: dav_methods [offlputideletelmkcolicopylmove] ...
BRAMH: dav_methods off
{FFH3F3E: http, server, location

ZFE 4 H ¥R B R EE R HTTP F WebDAV Fig:. MR E H off, I KB EEEE L,
HHABE RS E.

PUT A0 B I SCF A 20AE AR R4 X I R SCHF774 B R R7F7E, £/ client_body_temp_path
54 7E section KR E .

B—AIFRAE R PUT iR BIRE, M Date kA5 BAF X B R F.

14.11.3 create_full_put_path 5%

P&¥%: create_full_put_path onloff
BRIAE: create_full_put_path off
{F ¥R http, server, location

BINEO (off) F, PUT HERBECEFENBRFTEEIAM. ZIES A Neinx QI
Hx.

14.12 Google Perftools &R

AR A FE A Google A7 FFRMMEREM{L TR Google Performance Tools (http://code.
google.com/p/google-perftools/) . ZAEHRFITE Nginx 0.6.29 Z JEHIRAFFH .

Google Performance Tools ) %% 5 B anig 14-15 fios:

Skt Noinx. Bft Apache SIS IEE Web G 10 Sage.com
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18 14-15

#64 ARRM 2 A 2L %K 1ibunwind

wget http://ftp.twaren.net/Unix/NonGNU/libunwind/libunwind-0.99.tar.gz
tar zxvf libunwind-0.99.tar.gz

cd libunwind-0.99/

CFLAGS=-fPIC ./configure

make CFLAGS=-fPIC

make CFLAGS=-fPIC install

cd ../

wget http://google-perftools.googlecode.com/files/google-perftools~1.4.tar.gz
tar zxvi google-perftools-1l.4.tar.gz

cd google-perftools-1.4/

./configure --prefix=/usr

make && make install

cd ../

/sbin/ldconfig

REREARA R IFHE Nginx 1, WIRREMEH SR, LY ¥ 2% Nginx AT

./configure ——wi€h>google,perftoolsamddule ‘

B

google_pérftools_profiles,/path/to/profile;

Profile ¥ UA/path/to/profile.<worker_pid># R A0 .

14.12.1 google_perftools_profiles £%
W&k google_perftools_profiles path
SRIAE: none
484 B T8 profiles BRUSCHA, TR PID HH BRSO

1413 HTTP XSLT #&%h

XSLT B—FHT¥ XML X% XHTML CRsHEM XML XEHNES . AESRE
Wi —NEE N XSLT B FEH XML NE N AT . AHHRIER T Nginx 0.7.8 BUS .

ABERRNEA R FBE Nginx B9, MRREMEHZES, WELHRF L Nginx B E:

./configure --with-http xslt module

BB BT
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location / { ;

xml ent:.tzes /slte/dtd/entltles dtdy i
's_heet /site/xslt/one.xslt param-.value,-
- xslt_stylesheet /s:.te/xslt/two xslt; s
} " & .. .

14.13.1 xslt_entities #§%
18¥%: xml_entities <path>
BRAME: no
{FFRHE: http, server, location

FF485%E DTD # 3C#F (XML 54%) « DTD ScFs LA AFfE— A8 A XML U BT,
X XML XHFHRHGR. TRORYE. TROHSITRITF . TRESLETNANETSE, U0

fF& DTD FHIEX. WXHEREN B#mF. dTHERRRE,

REEX IEAEACTR B XML 3Cff

fRESEE, EREMH—MEATEE KRR . ERXAHF, BEDERMELE XML 1

ﬁ]. /\fﬁﬁﬁﬂ M‘fﬁ Eﬁﬁ‘%)ﬁ?ﬂﬂ?: ‘gﬂm

<| ENTITY: of nbsp " ">

14.13.2 xslt_stylesheet 3#£%
% xslt_stylesheet template [parameter|[ parameter... ]]
BRIME: no
EFAFFHE: http, server, location

FT18%E XSLT BRI S H. BRAEREN BT SHEMLITIERE:

param=value

WA LA BTIREEM S, HEEM 7 2828 NRSHESATFH <7,
WEAEA “%3A7 ¥ X Mhh, MRS EGFEFHEFHIFR, libxslt BRFHFESEHNIZH A

FISEMEI S5 M. R~EIWT:

‘paraml="http¥3a//www.example .com!: ‘param2=valied L ¢ -

CAUMEAZRENSH, Bim, SHETUH-MERRERA:

docation / { :
- xslt. stylesheet ISLta/xslt/one xslt
$arg xslt_params

SLAE Nginx: B Apache 895 86 WEWT GpS@ e.com
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paraml='S$valuel': param2=value2
. . param3=value3;

}
WLER AR, EXFERT, B ENNEABrERE—&.

14.13.3 xslt_types ¥4

&¥%: xslt_types mime-type [mime-type...]
BRIME: xslt_types text/xml

t
{f FI¥F55: http, server, location

A ERRT “text/xml” ZAMIFEE MIME 5%, R XSLT #HME 8 HTML, N&K
MIME ERITTLIEHH “text/HIML” .

14.14 HTTP Secure Link 1&k

ARV ERI R KRR E L &M 4 M URL it . £ Nginx 0.7.18 DL _ERRA Ao DUE A A HBE .
FHRBGARA GG Nginx 19, WRIRBAMERZAR, MEAERIFLE Negink N EE:

./configure --with-http_secure_link_module

RERFIARHEIT:

location /prefix/ { ,

- - ‘secure_link Setret’ secret_word;
if ($secure_link = **) {

. returny 403;0 0 :

y ;

}

14.14.1 secure_link_secret {4

WB¥: secure_link_secret secret_word

ERIAME: none

A E: location

IESHATHEE — M ERERRER. — MR ER5CE URL 0F:

/prefix/hash/referénce

www. TopSageiebtainx: KR Apache 51 5E Web R
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ZIESRHER U T AR TRATH:

amd5  (reférence, secret_word) ;
prefix 24 location XA BTLE, AEEH “/” o secure_link R EEA T3 root B 1%.
B RHIAEI 14-16:

18 14-16

server

listen 80;

server_name www.yourdomain.com;
index index.html index.htm;
root /datal/htdocs/www;

location /download {
secure_link_secret password;
1f ($secure_link = "") {
return 403;

}

rewrite {.*) /download/$secure_link break;

R F A3 /data0/htdocs/www/download/demo.mp4  Fll/dataO/htdocs/www/download/video/
demo.mp4, A[{HiT PHP /¥4 — md5 &

<?phip
echo. md5 ( *demo.mpd *. "password") . "An";. -
'eqho r'nd5 (,"vi_d,eo/ demo.mp4* . "password") ."\n";

PAT % PHP F2/5 15 -
5608£39d6822090b3d684aBef325d7
52da294cb1a77671d315000bE6ef -

WL LUF URL 1518 Nginx, BT L TFEIXBEAI04:

http://www, yourdomain.com/download/626e08£d9d6822090b3d684a8ef325d7/demo . mp4
http S/ yourdomaln com/download/626e08f69d6822090b3d684a8ef325d7/v1deo/demo mp

14.14.2 $secure_link ITLE

Azh%E URL WAL, 35 prefix 1 hash 42FF. WIR hash #51%, T ES$secure link [
EHAHT

L4t Nginx: B Apache 895145 WetREREET opSage.com
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14.15 HTTP Image Filter &3

AR — 4 JPEG. GIF. PNG B it iess.
AHHRERINRA S FSE Nginx 1, WRREEHZEE, WEESIFLEE Nginx [HE5E:

./configure --with-http_image_filter_module
AR TR R R libgd HKFE.
Aic BB ARG 14-17:

8 14-17

location /img/ {
proxy_pass http://backend;
image_filter resize 150 100;
error_page 415 = /empty;

}

location = /empty {
empty_gif;
}

14.15.1 image_filter ¥§%

i5¥%: image_filter testlsizelresize width heightlcrop width height)

$RIN{H: none

fEFFREE: location

R EER T E A KR,

test: MENEREMHELH—EH#%K JPEG. GIF, PNG, MERE, &[E 415,

size: UL JSON XA HEFHIER, =~EWTF:
{ "img" : { "width": 100, "height": 100, "type": "gif" } }

HHE SRR ER, BE:
{3

resize: 1% LG4/ NE A BIHREBIR /D
crop: % HLGI4E/NE F BIHRE MR/, Fku it 18 2 K/ B A K g
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14.15.2 image_filter_buffer 5%

1EV%: image_filter_buffer size
HE: M
{FF¥R5E: http, server, location

WEBRRE A NEAE.

14.15.3 image_filter_jpeg_quality 5%

B¥%: image_filter_jpeg_quality [0...100]

BOAE: 75

{FFAFF3E: htp, server, location

RELHE JPEG B A HITERFELE . BRHEFEEH 95.

14.15.4 image_filter_transparency 54

7B¥%: image_filter_transparency onloff

EMA: on

{F 35 . http, server, location

ZIEA AVFRTE GIF ME T AR PNG 2 LR A S, WNREEARE.
AEXNELS AR E, EEM PNG alpha-channels &R

ER: REPNG REWER, BRESHEANEEARLE,
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