G
Nginx HJHB AL

.74
=1

Nginx & 7 W F{E HTTP fR4528845F, 7] FYERRMEAREE, X#F IMAP. POP3. SMTP #Hill.

IMAP (Internet Message Access Potocol) &—#F T HEFE V5 0] B0, 1 F IMAP B ]
TR P E RS2 L. ©5 POP AR, 4R REERS S LMARTHII4H,
fEiX— i b IMAP &5 Webmail #{L1. {H IMAP F Lt Webmail EFF )5, T Webmail
BRAMEe, AELHES. WRMA Outlook Express. Foxmail iRk, REMEF—1
S, BHAERERSSHREN IMAP IREHBHA . Bt IMAP LR T —ANFELFH 5 B4t
BN RER TR, FEBRET/HETRERGE, REBTFIOEMRYE, TRERE
REAE, IMAP HAHREMNEMREBN Y HFH 4. 82, IMAP W ABG EAH -
REATTRAR . BIR POP B 5 ERMHRS KT RAR MG, (8 IMAP Hidpi4% 5
Uy 55 B34 R 55 28 2 18] (4 L 1e) [ 25 Th BE R Stk £ T X L8 . 140, Gmail. QQ HBFAERSZHF
IMAP #H% 5 .

POP3 (Post Office Protocol 3) BUHRAHHN #IEE 3 MRA, BEHE BN AT EEREE
Internet KA/ AR 4525 F1 T B FEB B F B0 . =& Internet B F BB (4 58 — NS 4 B LR
#, POP3 fFH F MRS 28 DIEMB A B AN (B EEMITHEND L, ENRERERE
TEHRE AR 5 2% LIRR4E, T POP3 R85 IZMAE POP3 WM FI B MR AF AR 2%, FskEE
TR

SMTP (Simple Mail Transfer Protocol) & S #RAE5ITM L, BB —AH T HIFEHILE E K

www. TopSag4dix: KA~ Apache #IETHAE Web 5 #
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Hub X AR AN, e RIS AR R TR . SMTP HhilUR T PCP /TP Hhistik, BN
B ENERESR P EE R REI T —A B fHh il SMTP il T $s & iR 545, 7T LU E-mail
FEEANRRS S L, BAERRE/LS 8. SMTP RS 28 MR AE SMTP Hhisl )R 2% MR 1R
&%, MFBRBTAPHIRR KA BF I,

Nginx {#F4MBHI2E HTTP R4 38 £ 3R 4N P 1ZE #: 2)W IMAP/POP J5 i IR 45 %% -

Nginx 7 HTTP Header 3" {538 AiER B0 F

GET /auth HTTP/I 0

Hést auth. server hostname
Auth Method ‘plain
Auth-User: user

Auth_ _Pass paasword

Cllent IP 192.168.1.1

IEH HIRLE A

HTTP/1.0 200 OK # WAT R LS, THARASAAE
Auth-Status: OK

Auth- Server: 192 168. 1 10

Auth-Port: 110 ; :

Auth-User; newname #WTﬂﬁﬁﬁﬁﬁE#ﬁmfx

FE POP3 ", by 7 8 4 3% BA 3C 11 4 () 18] B, A — FPB O IAIE T ¥, @ i APOP, {£ ] APOP,
OA7E/EMZ aTHmEs . 24 POP3 AiE{# 4 APOP B, #R24Z0i&[E] Auth-Pass:
HTTP/1.0 200 OK  # Mﬁ&i&m, THRAAARA £
Auth-Status: OK |« - P e T S b i
Auth-Server: 192.168.1. 10 ;
Auth-Port: 110 S
mmhﬂmrIMmaE*#ﬁWﬂﬁﬁ&ﬁﬂﬁﬁﬁmfi: 
Auth-Pass: password # iXse3ifl P 498 LB

IWIE KRB N B L R A
HTTP/1.0 200 OK # HATEIR AR Bk, qmm&

ARuth-Status: Invalid login or password. | 3
Auth-Wait: 3 . . # Noinx AFHRRES WERMF %@-‘tﬂﬁ%li ﬁ“ﬁ’
# client's login/passwd again

EAERRANHET, 15450 “MERHFAE” Bi%iE47E Nginx BEEXHPEAOMCE, i
{EFATREER “mail, server” , RNZIE4PTLIZE L TFALE A

mail { ...... VKFEE W server { ...... VKFEEWH.

LAt Nainx: B Apache 895 T8 WW"?GPS&QE. com
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15.1  Nginx Bz O iRk

15.1.1 auth 5%

M Nginx 0.5.15 fRA&FF 4, %54 Edv4 A pop3_auth.

15.1.2 imap_capabilities #§%

T&v%: imap_capabilities “capabilityl” [ “capability2” .. “capabilityN” ]
2RIAEH: “IMAP4” “IMAP4revl” “UIDPLUS”
{FFE: main, server

T i k% IMAP 74 CAPABILITY HIRHR, EiTiX1M4E4, FRETLLRE IMAP thily™
BFF. mRBH starttls 384, STARTTLS ¥ # Bah4s M.

HET, A7UER) IMAP ¥ B KA1 75 M %5 www.iana.org. imap_capabilities & 7~ 41T -

mail { Lo
imap_capabilities NAMESPACE SORT. QUOTA;
} L

15.1.3 imap_client_buffer I§<
iE¥%: iimap_client_buffer size
ERIAME: 4k/8k
fEFFFE: main, server

FRAIE ST LLEE IMAP S FEEE MR . BRAESE TR/ GREBGETHRIERE,
A 4k B 8k) .

15.1.4 listen $£%
TE&yk: listen address:port [ bind ]
BRIME: no
{EFRERI%: server

WWW.TOpS&gEngX’ A Apache 895 MHERE Web MREFE



304 # 15%E Nginx SyBpA4ELR

L]

%154 T 1R E BBOER I AR &5 S8 O3 O o R AT DA SR — 36 52 AR5 Be st bk s 11, b4t
Mok P AE RS R AAR, I

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000; .

listen *:8000;

listen localhost:8000;

IPv6 #ilit (Nginx 0.7.58 LA ERRASI ) EEFHESPRE, ~BIWT:

listen . [::]:8000;
listen  [£e80::1];

7F listen 3§49, ATLARE RS IAA bind (2) .

15.1.5 pop3_auth #5%

¥&¥%: pop3_auth [plain] [apop] [cram-md5]

ERAE: plain

ff i3 5%: main, server

ZIEL AT LU E POP3 & P I AEMF 7] J7 ¥
plain——USER/PASS , AUTH PLAIN , AUTH LOGIN
apop——APOP

cram-md5——AUTH CRAM-MDS5

15.1.6 pop3_capabilities {54

¥&¥%: pop3_capabilities “capabilityl” [ “capability2” .. “capabilityN” ]
BiAE: “TOP” “USER” “UIDL”
ff FH¥F3%: main, server

TE% P K 3% POP3 #74 CAPA MIRHR, MBiHxAME4, #RATLLEE POP3 iy BFIE.
WRARE A starttls $54, STLS W4 HahEN. SASL #7F auth 54 HHMN.

15.1.7 protocol #§%

7&¥%: protocol [ pop3 ! imap I smtp ] ;

L4t Nginx: BRFE Apache #9514 86 W“”‘WﬁﬁTopSage. com
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EINE: IMAP
{E A8 : server
%184 H T B R EM server(... ) BAFH B

15.1.8 serveriE%

Wik server {...}

BIME: no

fEAER: mail

ZIRAHTREEMEN. XERFAHRXSET 1P ki ER EVMETRAMELE
Bl (& 3iEK S Header 3k Host ITHIME) - %84 TRREEMEN. % server (...}, {EH

listen 84 RA—MEMENRERUTE) IP MmO, £/ server_name 184K EEAR K EME
PR,

15.1.9 server_name }§%

#&¥%: server_name name fqdn_server_host

2RiA{&: The name of the host, obtained through gethostname()
{EFHFEE: mail, server

ZigS AT RERUENMENSL, REIWT:

server {
server_name example.com Wwww.example.com;
) S

server_name Z¥1FHIEE— LR AN IRE ST ZFR . BRAZFR o w{d FR IR 5 28 4
FRK (hostname) , PRE]LA#EAEFERAF “*” B LA E S

server { TR A
server_name -~ example.com *.example.com;

}
R PN B FRET LA A L T R — A

server { )
server_name .example.com; .

W RER P 5l K 8H Header 3k “Host” , EU# Header Sk ANICELES server_name, R4S

Www. TopSagBEasyr: H 1t Aache 914 Web % &
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BB AZ AT HTTP EE M. WRATLMER “*” 38 Nginx 7£ HTTP E & A H A Host
e GEE: " TREENEUMENNE LR, BE, RATLMEHA MR 7 RREE

server { .

server_name example.com *;
}
server {

server_name _ *;

}

15.1.10 smtp_auth 5%

J&¥£: smtp_auth [login] [plain] [cram-md5] ;
BRiAME: login plain

{F A main, server

ZIR4 ] LR E SMTP &/ U iA il B9 7] 5 i
login——AUTH LOGIN

plain——AUTH PLAIN

cram-md5——AUTH CRAM-MD3

15.1.11 smtp_capabilities ¥§%
7&7%: smtp_capabilities “capabilityl” [ “capability2” .. “capabilityN” ]
BRIME: no
{F AR : main, server

4B R RIE SMTP fr4 BHLO (R, M MES, #e S SMTP Hhidd BAE.
WFFE i smip auth 384 MBI R, BT, RN SMTP B & A7 75 M 4

www.iana.orge.

15.1.12 so_keepalive #§%

¥&¥5: so_keepalive onloff;

?\jﬁkﬁ off

SE4 Nainx: BXFE Apache 895 1486 WW.?% opSag e.com
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M F¥F3E: main, server

BILiZIES, RATLUAEREET] IMAP/POP3 fEi R 4548 (1 # 7 B SO_KEEPALIVE IETH.
fE FreeBSD ', keepalive MUK A THENEZE, TAUBIAZSH (R sysctl
net.inet.tcp.always_keepalive) 3%,

15.1.13 timeout #£%
1%y2:: timeout milliseconds;
ERIAE: 60000
{FAE: main, server
Wi Ze4, RAT L E IR AR R 2% B B 5 o PR I I [

15.2 Nginx BBHIATERELR

Nginx BB AEAHR G40 F

{
auth_http localhost:9000/¢cgi-bin/nginxauth.cgi; e
auth_http_timeout 5; . e E
}

15.2.1 auth_http 6%
¥E¥%: auth_htip URL
BiAME: no
{#FH5E: mail, server
WITiZIES, YRATLUAIAEHE URL B3 B K925 HTTP BRE-5%.

15.2.2 auth_http_header %

W&¥%: auth_http_header header value
BRINE: no
{# A 335 : mail, server

www.TopSag%ﬂ?’”’“ B Apache 895 M 8E Web [R5
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WiLiZE<, WA LAZES4HAERE R IR0 —A HTTP kM'E HAE . 31X (648 2wl AR —
MHERWE TS, BRIERR B Nginx NE.

BT

auth _http header X-NGX-Auth-Key "secret_string";

15.2.3 auth_http_timeout 5%
% auth_http_timeout milliseconds;
BAME: 60000
EFHIASE: mail, server
Wi ixi84, VRAT LA E A UE 2 A0 e B ]

15.3 Nginx BR{4{X IRE R

Nginx A LLf{ZE IMAP. POP3. SMTP fpill.

15.3.1 proxy #£%

&£ proxy on | off

BRINE: off

{FFIEREE: mail, server

RIS, PRATLUFF /R Bk AR

15.3.2 proxy_buffer 54
¥&¥%: proxy_buffer size
BRME: 4k/8k
{EAHFREE: mail, server

EiliZig4, RAT L BAREERENZME KA BRIAMES T I K GRERSTERIERS,
2 4k X 8k) .

SE4¢ Naginx: BRfL Apache 895 6 WSWTGPS@& com
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15.3.3 proxy_pass_error_message 5%

TE¥X: proxy_pass_error_message on | off
EIAE: off
{3 5%: mail, server

WizdES, WU MEBANEmEAERSSERNHREREZT M. BEELT, R
BE Nginx FIME, JEREAERSJEASEEERERAEE PN

BERE-HEHMEFENNELIES, POP3 REBERBTEEXEWITA. #lm
CommuniGatePro B 41 F X THBME AT A (S8 HAEA) BIEAER AR B4R
FR. EXMERT, FLERE proxy_pass_error_message 154 #S34 on.

15.3.4 proxy_timeout 5%

&¥k: proxy_timeout time

ERIME: 24h

{EAIFFIR: mail, server

B ZIES, R BRI KB R .

15.3.5 xclient 3%

&% xclient on | off
ERIME: on
{EF*FE: mail, server

BidiZfe4, R0 LRk LR SMTP /& i R &% 28 0 | XCLIENT ©14. X¥ AR
Ui o 5 BB & P i T IP/HELO/LOGIN.

WS xclient F54HZHCH on, Ngmx 4%%‘5'{‘:1?15U~?F R RimR%E2%:

EHL.O server_name

RIa:

XCLIENT PROTO=ESMTP HELO=client _helo ADDR=client_ip LOGIN~authent1f1cated |_user: -
NAME= [UNAVAILABLE] . o

www.TopSagé%éﬁ‘Y’”X* A Apache 895 M 88 Web AR %55
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15.4 Nginx B34 SSL =it

AR A POP3/IMAP/SMTP 24}t SSL/TLS X #f. A& JLF5 HTTP SSL #ikAgFH, HEAR
TERBEE P IRIES.

15.4.1 ssl {21k
B¥k: sslon | off
ERIAE: ssloff
# FH¥F%%: mail, server
A FTTE M ENLE FHEZE A SSL/TLS.

15.4.2 ssl_certificate 5%
& ssl_certificate file
BRIA{H: cert.pem
(EFAFREE: mail, server

HFTE R EHIEE PEM BAKEPH 4. MEAXHEFR S5 MMES, FEFEHAE
& PEM &R,

15.4.3 ssl_certificate_key 8%

V. ssl_certificate_key file

BRIME: cert.pem

{#FFREE: mail, server

Sy B A E MG & PEM A% X248 30

15.4.4 ssl_ciphers %

7E¥k: ssl_ciphers file ciphers

ST Nginx: JRFE Apache 895 TEEE WEWTOPSEQE. com



15.4 Nginx BB SSL &k

311

2RIN{H: ALL:'ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP
{f FHERES: mail, server
Te AV F LA A, FIDHFE € 4 OpenSSL LR (1#& .

15.4.5 ssl_prefer_server_ciphers 5%

1% ssl_prefer_server_ciphers on | off

BRIME: off

{# FI#A5E: mail, server

IR SSLv3 il TLSv1 MY MR S8 FHEN L TE & .

15.4.6 ssl_protocols %

#¥%: ssl_protocols [SSLv2] [SSLv3] [TLSv1]
ERIA{H: SSLv2 SSLv3 TLSvl

{# FAIZFBE: mail, server

Z4R4 H T iRE AR SSL #hil.

15.4.7 ssl_session_cache {4

iE¥:: ssl_session_cache [builtin:size [shared:name:size]

BRIAE: builtin:20480

fEFIERSE: mail, server

R4 H TR B SSL SEMBFRLMAN. BFERMT:

builtin——OpenSSL WERZEF, RAEE— N TEHEREH. FERXDNISTEER.

shared—— A THERBEFHE. BEOXDUFTHIEE, IMB NEFEEHK
214000 MEiE. BMLERFLHEMENER, AENEFENERNRKNEBUENPEA.

AT LA R PR R A 2B, Bl

ssl_session_cache builtin:1000 shared:SSL:10m;

R, AEAREEFMAMEAANRRTEERY.

Www. TopSagestifi«: &7t Avache 831 Web %
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15.4.8 ssl_session_timeout 1§ %
¥B¥E: ssl_session_timeout time
BAE: Sm
FTS: mail, server
g A T RE S W DR S AL B R A TS SR ).

15.4.9 startils €4

T&VE: starttls on | off | only
BRNMA: off
{FFE: mail, server

on——fni#ﬁﬁa POP3 1 STLS 74 #1 IMAP/SMTP [ STARTTLS %54 .

off — A A E 4y 4 STLS/STARTTLS.

only—J /3 STLS/STARTTLS X #, #EFEEInfEH TLS %fid.

15.5 Nginx B4R R B & L)

EX—TR, BAVAS(EH PHP MASKHAT FIRIAE, PURRIFTECE Nginx BRAFHESE:
(1) BRHRE POP3/IMAP AR iR 45 8% Nginx IB1T7E 192.168.1.1.
(2) BRVEF & POP3/IMAP 5 imbl AR %28 192.168.22 1 192.168.33,
(3) BREHFE—SNEMEZ FRFEE: 192.168.1.44,
(4) AEBIZ: /mail/auth.php.
192.168.1.1 fR 488 £ 4 nginx.conf FRE XA INRAS 15-1 FivR:
88 151

user nobody;

worker_processes 1;

error_lecg logs/error.log info;
pid logs/nginx.pid;

stit Nginx: EZf@Apache B MR Wop%ge'com
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events {
worker_connections 1024;
multi_accept on;

}

mail {
auth_http 192.168.1.44:80/mail/auth.php;
pop3_capabilities "TOP" "USER"*;
imap_capabilities "IMAP4revl* "UIDPLUS"';

server {
listen 110;
protocol pop3;
Proxy on;

}

server {
listen 143;
protocol imap;
Droxy on;

}

192.168.1.44 4528 | #)/mail/auth.php 7} 220408 15-2 Fizn:
5B 152

<?php

/*

Nginx sends headers as

Auth-User: somuser

Auth-Pass: somepass

On my php app server these are seen as
HTTP_AUTH_USER and HTTP_AUTH_PASS

*/
if (!isset ($_SERVER["HTTP_AUTH_USER"] )} || !isset ($_SERVER["HTTP_AUTH_PASS"]
fail();

}
Susername=S$_SERVER [ "HTTP_AUTH_USER"]
Suserpass=$_SERVER{ "HTTP_AUTH_PASS"]
$protocol=$_SERVER{ "HTTP_AUTH_PROTOCOL"]
// default backend port .
$backend_port=110;
if ($protocol=="imap") {
$backend_port=143;
}
if ($protocol=="smtp") {
$backend_port=25;
}
// nginx likes ip address so if your
// application gives back hostname, convert it to ip address here
$backend_ip{"mailhost01"] ="192.168.1.22";

IR

WWW.T Opsagglg‘dyﬁmx: A Apache 895 1#8E Web IRE&%
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$backend_ip["mailhost02"] ="192.168.1.33";
// Authenticate the user or fail
if (!authuser (Susername, Suserpass) {
fail():
exit;
}
// Get the server for this user if we have reached so far
Suserserver=getmailserver (Susername) ;
// Get the ip address of the server
// We are assuming that you backend returns hostname
// We try to get the ip else return what we got back
Sserver_ip=(isset (S$backend_ip[%userserver] )?$backend_ip[S$userserver]
2r;
// Pass! A
pass ($server_ip, Sbackend_port);

/ /END

function authuser ($Suser, $pass) {
// put your logic here to authen the user to any backend
// you want (datbase, ldap, etc)
// for example, we will just return true;
return true;

}

function getmailserver (Suser) {
// put the logic here to get the mailserver
// backend for the user. You can get this from
// some database or ldap etc
// dummy logic, all users that start with a,c,f and g get mailhost0l
// the others get mailhost02
if in_array(substr($user,0,1), array("a", "c*, "f*, *g")){
return "mailhost01";
} else {
return "mailhost02";
}
}

function fail(){
header (“Auth-Status: Invalid login or password");
exit;

}

function pass($server, $port) {
header ("Auth-Status: OK");
header ("Auth-Server: S$server");
header ("Auth-Port: Sport");
exit;

}

?>

:Suserserv

SL4¢ Nginx: JRfE Apache 895145 WW GpS@ e.com





